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Abstract

Unmanned Aerial Vehicle (UAV) is a remotely controlled or autonomously operated
aircraft used for various applications such as surveillance, communication, research,
etc. UAVs are nowadays being recognized as potential threats, prompting a surge
in the development of anti-UAV technologies. An anti-UAV system is designed to
detect, track, and neutralize unauthorized or potentially harmful UAVs. Using the
fundamental aspects of the anti-UAV system, a stochastic model is constructed to
investigate the reliability attributes. For the evaluation of the underlying model, con-
tinuous time Markov chain (CTMC) and semi-Markov process (SMP) are employed
to capture the behaviour of the system’s states. The steady-state probabilities are
computed for the SMP model using the two-stage method. Whereas both the tran-
sient and steady-state probabilities are obtained for CTMC model. The numeri-
cal findings of reliability measures for both types of models are described through
graphs. To verify the accuracy of the presented model, a simulation approach is
employed.
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1 Introduction

Unmanned Aerial Vehicles (UAVs) which are nowadays commonly known as drones
are becoming an integral part of our lives due to their widespread deployment in
various applications [1]. With the introduction of UAVs to military, UAVs are now
gaining attention as a threat of safety and security, which leverages the emergence
of the anti-UAV (or counter-drone) technologies. Anti-UAV systems are designed
to defend against drone accidents or terrorism and needed to be advanced to cope
with future UAV flight systems. The first study on anti-UAV or anti-drone systems
is recorded in [2]. They studied the survivability analysis performed for the U.S.
Army’s Aquila UAV program and the Joint Short Range UAV program that provide
insight into anti-UAV capabilities and its requirement.

UAVs which have proven their value on the battlefield, rely heavily on GPS for
navigation and flight integrity. To continue mission success for UAVs, one of the
key techniques studied in [3] is GPS anti-jamming. To destroy the GPS anti-jam-
ming, most of the anti-UAV systems adopt military-grade components to achieve
the confirmatory destruction of malicious UAVs. However, several difficulties occur
when locating military-grade anti-UAV systems in civilian areas. Military counter-
drone measures typically use jamming systems [4] to disable the target UAV con-
trol channel. The jammer generates an extremely high amplitude of RF signal in the
target frequency band to prevent communication. For military scenarios, the site is
controlled by the military, and the operator pre-acquires the proper field manual for
jamming conditions, hence, the side effect of jamming can be ignored or managed
[5]. However, for non-military applications, RF jamming to neutralize high-speed
UAVs risk the temporal paralyzing of existing wireless network systems, such as
mobile access or wireless sensor networks.

Thus, most national regulations prevent non-military use of jamming sys-
tems ( [6, 7]), and hence civilian anti-UAV systems need to investigate alternative
approaches to stop illegal or unauthorized drones. Now a days, many countries are
using anti-UAV system as their military weapon, but no work has been recorded in
the literature for the reliability analysis of an anti-UAV system.

2 Relevant work

An abstract architecture of anti-UAV system is exhibited in Fig. 1. To kill a mali-
cious UAYV, an anti-UAV system should equipped with UAV detection technique and
neutralization technique. In this section, UAV detection technologies, neutralization
technologies and mathematical models for anti-UAV system are reviewed.

2.1 UAV-detection technologies

The UAV detection technology is based on various essential feature of UAV’s
to detect their presence, ascertain their location, and identify other appropriate
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Fig. 1 Architecture of an anti-UAV system [31]

imputes. UAV’s typically release distinct signals, including but not limited to
radio frequency (RF) signals, Bi and multi model, acoustic waves, thermal signa-
tures, and induce micro-Doppler signature within the surrounding environment.
To detect these kind of signals or wave frequency, different detection technology
is adopted namely, radar detection, RF detection, acoustic detection, and visual or
image based detection.

Radar detection: Radar is a useful tool for detection and tracking of large air-
craft. High frequency radar systems such as mm- wave radars support high reso-
lution in range and enable capturing micro-Doppler signature [8]. Wang et al. [9]
discussed the difficulties of existing radar system on small UAV detection, and
provides an viewpoint on the development of UAV target detection. When study-
ing the radar signatures, it is observed that there is small gap between small wing
UAV’s and normal UAV’s. Recently, Kapoulas et al. [10] developed a new Radar
technology named Radar Cross Section (RCS) simulation to detect a small UAV.

RF detection: RF detection involves the utilization of radio frequency sensors
to intercept and analyze the RF signals transmitted by drones. These signals are
emitted by the drone’s communication systems, control mechanisms, and onboard
electronics. RF detection systems employ antennas and receivers to capture and
analyze these signals, allowing for the detection and tracking of drones within
the system’s range [11]. The passive RF detection method depends on insubstan-
tial surveillance to identify the communications between the UAV and its remote
control within the electromagnetic spectrum [12].

Acoustic detection: When the UAV threats do not appear in Radar, acoustic detec-
tion systems can be used to detect that UAV. Specialized arrays of microphones is
deployed to capture and analyze the unique acoustic signatures generated by drone
propulsion systems and rotors. By discerning these acoustic patterns, the system can
identify the presence and approximate location of drones [13].

Image based detection: The UAV detection algorithms depends on hyper-spectral
images which can be utilized for UAV detection. In [14], Liu et al. presented a sys-
tem which is capable of detecting, and tracking a UAV using single camera auto-
matically. The challenge in image based UAV-detection is to detect a micro object or
UAV in the air. Zheng et al. [15] studied the problem of air-to-air visual detection of
micro UAVs by monocular cameras. To detect and classify more accurately a micro
object as a UAV, image based technique is better than the other method.
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2.2 UAV neutralization technologies

UAV neutralization technology is a component of anti-UAV system which refers to
operations that defeat the threatening UAVs’ movements. The neutralization tech-
nique is classifies as destructive and non-destructive. To kill a malicious UAYV,
destructive technique is mostly used which considers laser, killer UAV, and anti-air-
craft weapons.

Laser: To carbonise any target in a long range a laser beam and groups of optical
lenses which focus the power in one point is needed [16]. The high energy enabled
laser can burn holes in the mischievous UAV and they can destroy the autonomous
UAYV also [17].

Killer UAV: The killer drone is meant for legal UAV which track target UAV and
attempt to damage them [18]. Killer drones require quickly responsive and real-time
decision making regarding incoming malicious drones, high accuracy drone flying
path estimation, and outstanding physical mobility [19].

Anti-aircraft weapons: Anti-aircraft weapons are counter to aerial weapons. anti-
aircraft weapons such as missiles, Guns are being increasingly used into specialist
roles, such as the Dutch Goalkeeper Close-In Weapon System (CIWS) for military
purpose. CIWS is meant to protect the fleet at sea from attack by ballistic missiles or
aircraft [20].

2.3 Relevant literature for reliability analysis

The literature contains an extensive number of studies that develop stochastic mod-
els to analyze the reliability of various systems. In this section, we will highlight
some significant contributions to reliability analysis using stochastic modeling
approaches. Semi-Markov processes have been widely employed in numerous engi-
neering applications and represent a crucial mathematical framework for evaluating
system dependability, as discussed in [21]. For instance, the authors in [22] exam-
ined repairable multi-state reliability systems with components whose lifetimes and
repair times are independent. In another study [23], the authors focused on a spe-
cific reliability indicator in discrete-time semi-Markov systems, known as sequen-
tial interval reliability (SIR). Building on previous work, [24] proposed an arc-based
semi-Markov usage model to test systems, extending traditional Markov chain mod-
els to the more general semi-Markovian framework.

Further, the work in [25] defined a discrete-time semi-Markov model and intro-
duced a computational procedure to solve the corresponding Markov renewal equa-
tion, which is critical for obtaining reliability measurements. The authors in [26]
contributed to the field by presenting nonparametric estimators for the mean time to
failure (MTTF), mean up time (MUT), and mean down time (MDT) of an arbitrary
finite semi-Markov process. Notably, in the pioneering study [27], a set of integral
equations was derived for this dependability measure under the assumption that the
system is modeled by an irreducible finite semi-Markov process. Together, these
studies demonstrate the robust application of semi-Markov processes in reliability
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analysis, offering a comprehensive mathematical foundation for evaluating system
performance and dependability across various settings.

2.4 Challenges for reliability analysis of anti-UAV systems

There are many challenges obtaining the reliability analysis of an anti-UAV system
[28].

e Reliability assessment challenge for the efficient and robust design of the anti-
UAV systems. Here, the efficient design means that the system must have very
low chances of failure of components.

e Reliability of an anti-UAV system can be obtained by developing the stochas-
tic model but the challenge is that which stochastic model is closet to real-time
behaviour of the system.

In this paper, we have addressed some of the challenges to obtain the reliability of an
anti-UAV system by proposing a stochastic model. To validate our analytical results,
we compare the analytical results with the simulation results.

The importance of our proposed research work can be attributed to the lack of
studies on the reliability of complex anti-UAV systems. In the next section, some
relevant works based on different technologies and mathematical model of anti-UAV
systems are reviewed.

2.5 Mathematical model of anti-UAV systems

In the previous research work, very few authors developed the mathematical model
of an anti-UAV system. Among them, Garcia et al. [29] studied a simulation model
for visual based anti-UAV system to detect a UAV. The network’s accuracy is
93.40% and it has successfully detected the UAVs. In [15], Zheng et al. developed
a simulation model to find the accuracy of visual detection anti-UAV system. Chen
et al. [30] studied a dynamical modelling and simulation for a capture technology
based anti-UAV system. Zhao et al. [31] presented a systematic design of anti-UAV
laser system. This work has been studied and analysed from the modelling perspec-
tive in the proposed study.

For the communication LTE-A system, the authors of [32] proposed stochastic
models to analyse the reliability and survivability of the system. In the literature,
no work has been recorded for the reliability analysis of an anti-UAV system. This
motivates us to study the reliability analysis of an anti-UAV system. The proposed
work is the first one to analyse the reliability of an anti-UAV system. In this study,
we propose a generic architecture for an anti-UAV system. To assess the reliability
of the proposed architecture, a stochastic model has been constructed. The hierarchi-
cal model contains two levels, i.e., top level and bottom level. To compute the reli-
ability of the proposed system, Markov and semi-Markov process are used in the top
level. In the bottom level, the reliability block diagram (RBD) is proposed. In [33],
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Fesenko et al. presented an RBD model to find the reliability of UAV systems. The
analytical results of reliability are verified using the simulation approach.

2.6 Contribution

The significance of our research lies in filling a critical gap in the existing literature
regarding the reliability of intricate anti-drone systems. By highlighting the scarcity
of studies in this area, we underscore the importance of understanding the reliabil-
ity of such systems, which are increasingly vital in addressing the emerging threat
of unauthorized drone incursions. This motivates us to lead our investigation into
the reliability analysis of an image-based anti-drone system. The proposed work
represents the pioneering effort to scrutinize the reliability of such a system. Our
research bridges this gap by developing a novel architectural framework tailored to
image-based anti-drone systems and employing a hierarchical stochastic model com-
bining continuous time Markov chains, SMP, and RBDs. This multi-level approach
not only pioneers the reliability analysis of these specific systems but also offers a
more comprehensive and robust method for evaluating their performance, validated
through a rigorous comparison of analytical and simulation results.

In this work, we develop a new architectural framework for an anti-drone system
based on the work [31]. To obtain the reliability of this proposed architecture, we
have constructed a hierarchical stochastic model consisting of two base levels: the
top level and the bottom level. In the top level, we employ CTMC and SMP and in
the bottom level, RBD is employed to calculate the reliability of the proposed sys-
tem. In [33], Fesenko et al., represented an RBD model employed to determine the
reliability of drone systems. Further, for the validation of the proposed model, we
have compared our analytical reliability results with the simulation results.

To summarize this article, the potential stochastic model is described in Sect. 3,
followed by the analysis in Sect. 4. The suggested model’s reliability indicators are
presented in Sect. 5, while Sect. 6 provides in-depth graphical representation of reli-
ability measures. Finally, Sect. 7 concludes with suggestions for further research.

3 Model specification

In this work, the proposed model is considered for the anti-drone system studied
in [31]. The proposed model represents a hierarchical stochastic model for anti-
UAV system. The model contains two levels namely top level and bottom level.
The detailed description of the top level and bottom level components is given as
follows:

e Power unit: It is used to supply the power to all the components of the anti-UAV
system. In case of failure of power unit, a backup power unit starts providing ser-
vice in place of the main power unit. The failure of both the power units causes
the complete shutdown of the system [31].
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e Cooling unit: The main purpose of the cooling unit is to maintain the tempera-
ture of the laser source. The generation of energy from the source creates a lots
of heat. Because of this, the temperature of the laser source system increases. In
case of failure of cooling unit, a backup cooling unit is kept. The failure of both
the cooling units results in the complete shutdown of the system [31].

e Energy source: It has following sub components.

Energy generation unit: The energy generation unit supplies the energy to cre-
ate energy in some form e.g., laser rays. Here, the electrical energy is changed
into optical energy. It is considered as one of the crucial component of the
anti-UAV system. Therefore, there is no backup for this system. The same
energy generation unit is considered in Gravitas, which is a anti-drone system
made by Japan in 2023. In the further analysis, the energy generation unit will
be referred as laser source.

Cable: The cable connects the power supplied by source to energy output
component. This cable is made of fiber and for each source, there will be one
cable.

Energy output unit: This component produces the energy to destroy the target.
Lens: Lenses are used to direct the energies to a fixed spot on the target.
Operator: After fixing the spot on target, the operator component fires the
energies to destroy the target.

4 Reliability snalysis

There is a dependency in the top level system, hence, we have constructed a CTMC
model, on the other hand, in the bottom level, there is an independence of failure in
the system, hence, an RBD model is used (Fig. 2).

4.1 Semi-markov process model

The suggested model allows for the assumption that the component failure times would
follow exponential distributions. However, hypo-exponential distribution is used to

Energy Generation Energy
Unit 1 Cable 1 Output 1
Energy Generation Energy
Unit 2 Cable 2 Output 2
Lens —»Operator
Energy Generation Energy
Unit n Cable n Output n

Fig.2 RBD of bottom level
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simulate the lifetime of source and laser component. Table 1 describes the distributions
of sojourn times followed by each state based on the failure nature for the proposed
model.

The analysis of the proposed model is described in this section. Let {X(¢),7 > 0}
be the stochastic process for the underlying system, where X(7) denotes the state of the
system at any time ¢. Due to the hypo-exponential distribution for mean sojourn time of
some states, and Markov attributes of the time epochs, the underlying stochastic pro-
cess can be appropriately modeled using SMP [34]. The state space of the proposed
stochastic model is given as follows:

Q={U,Up,U¢, Uy, Up,,, Ups Ug, s Up,, +Up, D},

State U shows when the completer system is in active state. State Up shows that the
power source has been failed and the backup power source has started working in
this case. It also exhibits that except the power source, the other components of the
system are in working state. Similarly, U, shows that the cooling unit is in break-
down state and the backup cooling unit has started working in its place, whereas
other components are in working state. State Up__is the state when the backup power
supply has also stopped working whereas the other components are functioning.
State Up,_p, exhibits that the backup power supply and the cooling unit both stopped
functioning. Therefore, the system transit to state D. On the similar track, state U PCye
shows when the backup cooling unit and power supply stop working, the system will
transit to state D. Whereas, if the energy generation unit stops working, the whole
system will abruptly stop working even if the other components are in working state
(Fig. 3).

To obtain the steady-state probabilities, two stage method is employed. For this
method, the elements of kernel matrix K(¢) defined as

Km,n(t)zP{Yl =nt; <t|Y,=m},

where m,n € Q and {(Y,,1,),n > 0} is the underlying Markov renewal sequence of
random variables. Here, Y, denotes the state of the system with respect to time point
t,- Alternatively, K,, ,(¢) can be understood as the probability that if the SMP has just
entered state m; the next transition occurs within time ¢ and the next state will be .
Let F,, , be the cumulative distribution function (CDF) for the transition from state

Table 1 Distributions of sojourn CDF

. . . Distribution CDF Distribution

times in the proposed stochastic

model Fuu, Exp (4,) Fuu, Exp (4,)
Fyu,, Hypo-Exp (4. 43) Fyy U Exp (Ay)
FUP,UPVC Exp (45) FUr~UP,c Exp (4¢)
Fuy, Uepe Exp (4,) F Up oD Exp (4g)
FypppUpanc Exp (40 Fy, e Un e Exp (412)
F Ucse-Upcae Exp (413) F Ucpe:D Exp (419
Fuen Exp (49) UneUpane  EXP (1)
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2l 2
m to n of the state  space. Let A, =525, A= 725,
A543 A=A

A=A +4+ /1%, Ay =4+ 4+ Ag. Note that, % = % + %is the mean of hypo-
3

E 3 3
exponential distribution. The entries of matrix K(¢) is further computed as follows:

Ayl =@y A (1 = e
Kyy,® =4 [ . - ,

A, A,
Kyy. (=2 [Az(l—@‘“‘”’) Ad _e_(AZ)Z)]
U,U. 2 A A, >
3 [A—eny (11— e
KUsULS(t)z 2 1 - ’
2=l A A,

A4 (g4
KUP’UPBP(I) = AS n A4 (1 —e (45+ 4)1)’

As —(As+4y)
KUP’UP(T(t) - )»5 + ﬂ4 (1 —¢ o 41)’

& gt
KU(T’UPC(I) = Fay (1 — (et 7);)’

K .
Ve, D = Pt L

Ky, o) = (1 - e_lst),
KUPBPc'D(t) = (1 - e_iISI)’

KUPCBC,D(I) = (1 _ e—m)’

(1= eVotin),

49
Ky p(t) = —2 (1 — e~Vorhon),
Oy 2 Ao + A1g ( )

j'10
K, = —0 (1 - Uothor),
i, 0= 1)

(= L(l - e—(ln‘*'ﬂ]z)t)’
A+ 4

Als
K =12 (12 Gutipr
UPC’UPCBC ® AMi+ A ( ¢ ),

A
(1) = _ 78
Az + Ay

Ue c’ UPBPC

1 — e~Custha
UCBC’UPCBC ( )’

Aig
K 1) = 1 — e uthr),
Ve 21 A3+ Ay ( )

Define the matrix K(co) which represents the transition probabilities for the underly-
ing model and whose row sum is 1.

K,,a(c0) = lim K., (0),
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Fig. 3 SMP diagram of top level
system

where m,n € Q. For the embedded Markov chain (EMC) of the SMP, the steady-
state probabilities for EMC (v;) are computed as follows:

v = vK(c0), ZVi: 1. )
i€Q
Therefore, to compute the steady-state probabilities for SMP, the following formula
is applied

v;h; .
T = 1€ Q.

' Z vjhj | @)

i€eQ

where v,’s are the steady-state probabilities obtained from Equation (1) and A,
denotes the expected sojourn time, spent by the process in state i. These h;’s are
computed as follows:

_ A, + Ay
Tt A+ A+ A

hy

Since for the rest of the states, the mean sojourn time follows exponential distribu-
tions, therefore, it can be computed easily.

4.2 CTMCmodel
By relaxing the assumption of non-exponential distribution, the proposed model will

convert to a CTMC. Let P,(¢), i € Q be the probability that the system is in state i. P;(¢)
satisfies the following forward Kolmogorov equations.
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Pl(t) = = (A + Ay + A3)Py(0)
P, (1) == (Ay + A5)Py, + 4 Py ()
Py, (6) == (A + APy, + JPy(0)
Py, () == ()Py, () + 43Py (1)
P’U,,BP(I) == (A9 + 410)Py, (1) + 4, Py (1)
P’UPC (6) == (g + 41)Py, (O + 4sPy, () + APy, ()
Py, (== s+ hPy, () + hPy ()

Py, O == hsPy, O+ hoPy, @+ iyPy, ©

3)

UPBPC
Py, ()==AePy, O+ APy, O+ APy (0
Cpc C C

UPCBC ) Cp
Py =Py, O+ /115PU,,BPC ®+ /116PUPCBC O]

+ /114PUCBC (1) + AgPy, (©).

Let’s assume that the system is in working state at the initial state, i.e., Py(0) = 1.
The steady-state probabilities (g;) of the system are computed with the help of time-
dependent probabilities of the system using lim P,(f) = g; and lim P;.(t) =0.

—o0 =0

5 Reliability measures

In this section, the reliability of the top level and bottom level will be computed and
their expressions will be provided.

5.1 Reliability of bottom level for the laser source system

Reliability of bottom level is same as the reliability of the laser source system.
The reliability of the laser source system with n beams, denoted by R;(n, 1),
using RBD model is computed as follows. Reliability for a beam R,(f), is given
by R,(t) = P(T, > t), where the random variable T}, denotes the time to failure of a
beam. Assume that the time 7}, follows exponential distribution. After, determining
the reliability of each beam, the reliability of the laser source system with n beams
is given by

Rys(no) =(1 = (1 = 49)" x (1= (1 = 40)’

X (1 _ (1 _ e—ﬂ.,t))" % e—(1,5+101,)l’

“)

Here, A, is the failure rate of source component, 4. is the failure rate of cable, 4, is
the failure rate of laser component, 4,, is the failure rate of lenses, and 4,, is the fail-
ure rate of operator system.
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5.2 Reliability of top level for the complete system

Reliability of top level is same as the reliability of the complete system. Reliability
of system, denoted by R(), is given as follows

R(®) =1 = Pp(1), (&)

where P (t) can be computed by solving the set of forward Kolmogorov equations

3).

5.3 Steady-state probabilities of the top level system using SMP and CTMC
models

In Sect. 4, the steady-state probabilities of the top level system are computed using
both the SMP and CTMC models.

Using SMP model, the steady-state probability of the top level being in upstate is
computed from the set of Equations (2) as follows

PW’ =Ty + ”UP + ”Uc + ”UP.BP + ”UP,C + ﬂUc,Bc + ”UP.BP.C + ﬂUPAC,BC + Ls: (6)

Using CTMC model, the steady-state probability of the top level being in upstate is
computed from the set of Equations (3) as follows

P”I’ =4v + qUP + ch + qUP.BP + qUP.c + qUC.Bc + qUP.BP.c + qUP.C.BC + 9rs- (7)

5.4 Mean time to failure

The average amount of time without a failure during use or testing is referred to as
the MTTF of the system. The MTTF of the system can be provided by the following
expression

MTTF = / R(t)dt.
0

6 Numerical illustration

In this section, numerical investigations are carried out to examine the viability of
the suggested model in order to attain steady-state probabilities and reliability meas-
ures which are presented in Sect. 5. The absence of precise model parameteriza-
tion is addressed by examining the sensitivity of proposed model’s characteristics
to modest variations in specific parameter values considering parameter estimation
is outside the purview of this paper. Table 2 comprises the values of the param-
eters required for producing the results. It’s crucial to recall that these numbers are
selected merely for the sake of numerical illustration. Some of the parameters in
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Table 2 are referred from the work [35]. Due to the unavailability of the existing lit-
erature, rest of the parameters have been assumed in order to carry out the analysis.

Figure 4 represents the reliability of the system with respect to time ¢ consider-
ing different number of energy units. It can be observed that if the number of energy
units are increased, the reliability of the system increases as more energy units will
be available to destroy the target. Therefore, the reliability of the system increases.

Simulation approach is employed to validate the reliability aspects of the pro-
posed model. The identical values of the parameters that are taken into account
to arrive at the analytical values, as specified in Table 2, are used in a MATLAB
program to this end. The simulation is run for 200 times for the identical set of
parameters and 200 values of the metric are obtained. To examine the accuracy of
the simulation results, the z-distribution test is used. The ¢-distribution is used for
small sample sizes, when the population standard deviation is not known. Next,
the mean and standard deviation of the 200 values are computed and confidence
interval (C.L.) for 95% accuracy of the results are obtained. The C.I. for the 95%
accuracy of the results can be calculated by [36]:

8§ % 10.05k-1
vk

where X is sample mean, s is the standard deviation, #; s, is tabulated value for
95% C.I. and k — 1 degree of freedom, and & is sample size. Since the sample size is
large (> 30), the t-distribution will be approximated by standard normal distribution.

Comparisons are drawn between the theoretical and simulation findings for the
reliability measures of the CTMC and SMP models in Figs. 5 and 6. Figure 5
exhibits the comparison of analytical and simulated results of R(#) with respect
to time ¢ for CTMC model. Figure 6 demonstrates the behaviour of the proba-
bility for system being in upstate (P,,, refer Equation (6)) with respect to the
failure rate of energy unit (4;) for SMP model. The graph shows the compari-
son of obtained analytical and simulated results. In the graphs, the findings from
the analysis are depicted using solid lines, whereas the simulated outcomes are
represented as dotted lines. The vertical lines shows the confidence interval. The

Cl.=x+

Table 2 Default values of

. Parameters Values (per sec) Parameters Values (per sec)

parameters considered for

tk}e nurr.lerical illustration and A 0.2 A 0.15

simulation
A3 0.4 Ay 0.2
As 0.31 Aq 0.42
Ay 0.25 Ag 0.25
Ag 0.21 Ao 0.2
Al 0.5 Ap 0.5
Az 0.8 M 0.33
Als 1.8 A6 1.2
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Fig.4 Reliability of bottom level system

graphs indicate that findings of the both methods correspond quite well, verifying
the hypothesised model.

Figure 7 shows the difference between the obtained reliability results (P,,) for
CTMC and SMP models (refer, Equations (6) and (7)). Figure 8 shows the decreas-
ing behaviour of MTTF with respect to the failure rate A;. The main purpose of con-
sidering the failure states in different distributions is to attempt to represent the real-
istic scenario through modelling. The experiment demonstrates that the choice of
failure distribution has a substantial impact on the values of performance measures.
The significant differences observed in the results indicate that each metric analyzed
is significantly influenced by the type of failure distribution employed.

7 Conclusions and future works

The relentless pursuit of innovation in anti-UAV technologies is critical as UAVs
continue to present challenges and potential risks in various sectors, urging the
development of robust and efficient detection and neutralization systems. As the
threat landscape evolves, the ongoing refinement and technological advancements in
anti-UAV measures promise to maintain secure airspace and provide a shield against
the ever-changing tactics employed by those seeking to exploit UAV capabilities
for malicious purposes. Harnessing the core principles of the anti-UAV system, a
sophisticated stochastic model is meticulously formulated to explore the system’s
reliability attributes. To evaluate the underlying model, both CTMC and SMP are
effectively utilized to capture the dynamic behavior of the system’s states. By cal-
culating steady-state probabilities for the SMP, essential numerical findings are
succinctly portrayed using informative graphs. In a conscientious effort to validate
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the precision and effectiveness of the proposed model, a simulation approach is
employed.

Random environment can be a challenge to obtain the reliability of an anti-UAV
system. In future, this stochastic model will be analysed with random environment
scenario. For the future work, a sensitivity analysis will be provided over the differ-
ent parameters of the system. Also, the detailed stochastic models will be developed
for the dynamic behaviour of the components of the system.
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