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Abstract

The advent of the Internet of Things (IoT) era has led to a growing demand for widespread
connectivity and improved communication methods. Although there are many competent
technologies working for the purpose of capacity enhancement and reliability of the com-
munication system, such as Free Space Optics (FSO) and Radio Frequency (RF) technolo-
gies, there is still room and need for further improvement. High Altitude Platforms (HAP)
have been identified as one of the promising avenues for boosting capacity due to their
straightforward deployment, ability to operate smoothly, and their cost-efficient nature.
The main idea remains to deploy multiple HAPs in a single network and operate over a
region which enables fast, stable, and efficient, thereby bringing additional reliability and
capacity where it is needed. In this article, a three-level hierarchical model is considered
for estimating the reliability attributes via multiple HAP system for the considered 5G
New Radio (NR) communication system. Stochastic modeling and reliability block dia-
gram techniques are used to analyze performance metrics at each level of the hierarchical
model, including the reliability function and mean time to failure. Particular attention is
paid to the study of multiple HAP system reliability, for which various scenarios of its
functioning are presented, such as repairable and non-repairable k-out-of-n models. An
analytical study of the proposed k-out-of-n models is presented and validated using Dis-
crete Event Simulation. The presented analysis of the findings obtained indicates a strong
correlation between the simulation results and the analytical results. In addition, for the
purpose of completeness, the accuracy of estimating reliability and time characteristics
for various input data using significant parameters is achieved by using the well-known
K-Nearest Neighbors (KNN) technique.
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1 Introduction

The time of the fifth generation (5G) and beyond mobile communication networks has
transitioned from a futuristic concept to a tangible reality, witnessed by its ongoing initial
deployments across the world. It comes with high expectations, promising scenarios, and
strict demands. For example, 5G New Radio (5G NR) has rigorous demands for high reli-
ability and minimum delay, since billions of internet operated devices are working in real
time over 5G networks. In addition to these two requirements, SG networks are forecasted to
encounter another challenge to face, which is the Internet of Things (IoT) networks. None-
theless, attaining widespread connectivity and optimizing IoT operations impose significant
obstacles, particularly in regions with uneven infrastructure and remote areas. The need to
improve capacity will remain constant in the current and forthcoming generations of mobile
communication networks.

In this context, a swift solution is essential for such scenarios, and the introduction of
High Altitude Platforms (HAPs) has emerged as a viable option for pop-up networking. The
concept revolves around deploying small cell base stations on HAPs, dispatched to hotspots
for capacity enhancement as needed, thereby offering pop-up connectivity. Reliable con-
nectivity improves user experience and alleviates the need for fixed infrastructure, thereby
reducing the burden on mobile network operators. In addition to the capacity enhancement
purposes, HAPs enable the expansion of broadband wireless telecommunication services in
both rural and underserved areas, as well as in densely populated urban areas [1].

Furthermore, HAPs can help create smart cities by facilitating the integration of smart
Internet-connected devices into our homes, public spaces, vehicles, and other areas. There-
fore, HAPs save energy resources by covering a large area with a good level of Quality of
Service (QoS) and the least delay. The ability to combine several HAPs (a system that con-
sists of several HAPs) into a single network that enables fast, stable and efficient satellite-to-
satellite communication over long distances by installing millions of ground relay stations.
This integrated framework is referred to as a multiple-HAP system [2, 3].

Accordingly, the primary advantages of employing multiple HAPs in wireless network-
ing can be outlined as follows:

o As the number of HAPs in the network increases, the workload of each HAP decreases
proportionally. By incorporating more HAPs within a coverage area, each HAP can al-
locate greater resources to individual users, thereby meeting higher data rate demands.
Consequently, the achievable user data rate can increase linearly [4].

e Users can benefit from seamless connectivity, as base stations deployed on multiple
HAPs are mobile and equipped with user-tracking capabilities.

e Connectivity issues in pop-up scenarios can be effectively managed.

1.1 Related Work

Numerous studies have explored the provision of communication between stratospheric
HAP and terrestrial terminals in the telecommunication industry. Below is a short review of
the most important studies in this field. HAP is offered as an innovative answer for provid-
ing communication services to a diverse array of intelligent [oT devices [5—9]. The usage
of IoT technologies in the context of smart cities poses significant challenges as researchers
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seek to address the distinct requirements of broad networks, robustness, and low latency
for a vast array of interconnected devices. Studies [3, 10—13] highlight the inadequacy of
the existing infrastructure and design approaches in meeting the requirements of modern
wireless systems and services, emphasizing the need for more robust and advanced wireless
access architectures. In [11], recently the authors presented an adaptive offloading strategy
based on the twin delayed deep deterministic policy gradient algorithm, which incorporates
twin critics and prioritized experience replay to improve decision-making under dynamic
conditions. The advantages of broadband access in developing countries are extensively
explored in [14].

The books [15, 16] provide examples of how HAP nodes can be utilized either alone or
in conjunction with other terrestrial network components. The articles [17, 18] discuss the
integration of satellite systems and HAPs, paving the path for a hybrid communication sys-
tem combining both terrestrial and satellite technologies. The study in [19] examines how
the inter-HAP handoff procedure works when HAP employs stationary or adjustable direc-
tional antennas in the event of a HAP substitution for conservation or regular substitution of
HAP with short endurance. In [20], the author developed a model to depict the geometry of
antenna beam coverage in HAP, and the Monte Carlo method was subsequently employed
to assess the likelihood of handoff during the swinging movement within the model of equal
coverage area, achieved by computing the area of overlap.

In reliability theories, Machine Learning (ML) techniques are used to investigate various
probabilistic and temporal properties of complex systems. Based on practically meaningful
parameters, a variety of ML techniques, such as linear regression and K-nearest neigh-
bors (KNN) regression, are utilized to derive reliability characteristics for arbitrary input
data [21]. ML techniques are also helpful in situations where getting results through simu-
lation or analysis is not possible [22]. In [22], the investigation revealed that the estimates
obtained by using ML methods were more precise than those that were previously known.

In 5G (NR), the Base Stations (BSs) typically receive signals from a source, often satel-
lites, which are weakened due to the substantial distance between them [23, 24]. Therefore,
it becomes necessary to reduce the distance between the source and BSs to enhance the
signal strength and improve the data transmission rate in 5G networks. To abbreviate (or
diminish) this distance, a multiple HAP system can be utilized.

1.2 Comparison with the Existing Work

This section presents a performance comparison between the proposed approach and exist-
ing studies. Table 1 provides a summary of this comparative analysis.

As summarized in Table 1, several analytical models [25-28] have examined multi-HAP
systems integrated with IoT-enabled devices over 5G (NR). Among these, only [27, 28]
explicitly addressed the reliability analysis of HAPs. The study in [29] proposed combines
Free Space Optics (FSO) and Radio Frequency (RF) technologies to establish multi-layer
space—air—ground uplink networks, with HAPs serving as relay stations to enhance reli-
ability. Additionally, Table 1 shows that only [26] concentrated on the reliability aspects of
HAPs in the context of FSO communication.

This study addresses all aspects concerning repairable and non-repairable multiple HAP
systems, including their associated adjacent failures. Consequently, it can be observed that
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Table 1 Comparison of related works with the current one

References Platform Ideology Reliability 5G(NR) ML
type
[25] HAP Describes various aspects of HAP, includ-  No Yes No

ing their architectural design, techniques
for allocating research resources, methods
for modeling channels, and potential
pplications.
[26] HAP Explains the Free Space optics (FSO) Yes No No
communication technology, methods for
transmitting data, and the results of experi-
mental trials conducted for HAP.

[27] Multi- Focuses on aspects of the routing layer and No Yes No
ple satellite- designs for multiple satellite-ground-aerial
aerial connections.
networks
[28] HAP Focuses on addressing matters related to No Yes No
the scope and ability to accommodate data
traffic by utilizing HAP
[3] HAP Emphasizes the possibilities of HAP, and No Yes No

explains how they possess capabilities to
provide services in urban regions.

[30] Satellite Explains the recent developments in No Yes No
scientific, and satellite communications
standards.
[31] HAP Focused on how HAP provide connectivity No No No
in the next communication systems.
This work Mul- Presents the hierarchical model of mul- Yes Yes Yes
tiple HAP  tiple HAPS network architecture over
system 10T and carries out its reliability analysis.

the proposed model is more accurate and closely aligned with achieving real-time simula-
tion results based on the comparison in Table 1.

Furthermore, this work employs stochastic modeling as an innovative approach to evalu-
ate the reliability of multiple HAP systems. Such models capture the inherent randomness
and uncertainty due to diverse factors that affect the reliability of HAP.

1.3 Contribution

From the comprehensive literature survey, it is evident that the reliability of HAPs in the
context of 5G network communication has been investigated in prior studies. Table 1 rep-
resents a comparison of the main lines of research on this topic, which include reliability
analysis, the application of different platforms to solve the IoT communication problem,
and the use of ML methods. However, there is no literature available in which a hierarchi-
cal model that includes both terrestrial and aircraft modules with multiple HAP system for
providing broadband connection to IoT devices. This article aims to mitigate this gap.
Further, the salient features and contributions of this research work are given as follows:

o We consider a multiple HAP system architecture integrated with IoT devices over 5G

(NR).
e Hierarchical Reliability Model: A hierarchical reliability model is considered for the
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system architecture of multiple HAP system over loT-enabled devices. It is further
classified at three levels comprising complicated interoperations among loT-enabled
devices, multiple HAP system, and satellite. Hence, performing reliability analysis of
the model at each level provides a comprehensive understanding and yields the most
accurate approximations.

® Reliability Analysis: The reliability analysis at each level uses Reliability Block Dia-
grams (RBDs) and Continuous Time Markov Chains (CTMCs) to derive the perfor-
mance measures such as Mean Time to Failure (MTTF) and reliability function.

o The Application of k-out-of-n Model: This manuscript makes a new contribution by
using k-out-of-n model for reliability analysis at Level 2 for both repairable and non-
repairable multiple HAP system.

® Analytical and Simulation Results: Closed-form expressions for the reliability function
of k-out-of-n repairable and non-repairable multiple HAP system are obtained. Further,
the obtained results are validated using Discrete Event Simulation.

® Machine Learning Technique: To obtain the precise and accurate results, well-known
ML algorithm, KNN, is used. Its ability to process massive volumes of data significantly
strengthens the study.

The rest of the paper is structured as follows. Section 2 describes the system architecture
along with its reliability model. The hierarchical reliability model is discussed in Sect. 3.
Section 4 represents the reliability investigation of k-out-of-n models for repairable and
non-repairable multiple HAP system. Section 5 is devoted to numerical methods used for
the reliability analysis, including analytical results, discrete event simulation, and ML,
with further comparisons performed. The reliability analysis of the communication system
depending on different topologies of multiple HAP system is presented in Sect. 6. Conclud-
ing remarks and a few future directions are given in Sect. 7.

2 Multiple HAP System: Network Architecture

HAP is an aerial platform that functions at elevated altitudes, usually ranging from 17 to 22
kilometers above sea level. The multiple HAP system can be used in various architectural
configurations. In the simplest configuration, this is a standalone platform whose coverage
is restricted only by its capacity [3].

HAP has the potential to act as intermediary stations that gather data from IoT-enabled
devices and transmit it to a Ground Station (GS) or data center. Additionally, HAP can estab-
lish communication links between IoT devices, which is beneficial when two IoT devices
are located in separate remote areas without a direct communication link. In this case, multi-
ple HAP system can function as relays to establish communication between them. In general
form, the entire configuration of a multiple HAP system is shown in Fig. 1.

Based on the architecture discussed above, we proceed to introduce a reliability model
that allows for the computation of the reliability analysis of IoT networks via a multiple-
HAP system.

As seen in the figure, the proposed architecture is a hierarchical model consisting of three
levels, namely GS at level 1, aerial network at level 2, and space network at level 3.
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Fig. 1 Hierarchical model of
multiple HAP system
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e Space Network: A space network is defined as an arrangement of numerous components
(satellites) that establish a connection between two points on the globe through vari-
ous nodes. Satellite Network is commonly used for satellite communication. The main
units of the space segment are the fuel part, telemetry controls, the satellite, and the
transponder. Based on the architecture, HAP is connected to the satellite via Platform-
Satellite links (PSLs). PSLs offer significant advantages to HAPs situated in regions
with limited terrestrial infrastructure, such as remote or rural areas.

e Aecrial Network: This part includes all the main network elements of multiple HAP sys-
tem in the aerial domain. Each of these elements incorporates crucial onboard subsys-
tems required for the efficient deployment of HAP and the smooth operation of the com-
munication system. Interplatform Links (IPLs) facilitate the interconnection of multiple
HAP system. In addition, IPL enables communication between adjacent HAPs without
the need for any GS components.

e Ground Network: This level is closest to the IoT-enabled devices. It consists of the
ground components of the HAP communication system such as Control Station, Com-
munication Gateway, and Terrestrial Networks. After the establishment of connections
between HAP and satellites, the GS is connected to Level 2 via Backhaul Link (BL).
The BL serves to transmit data to a specific destination from where it can be distributed
across the network. Backhauling is also utilized to route network data through a particu-
lar path, aiming to achieve faster delivery at lower costs.
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2.1 Performance Measures

Within the scope of the reliability analysis task, the following performance metrics are taken
into account:

® Reliability: Reliability is defined as the ability to perform a required function with-
in a given time under specific circumstances. Let the system’s lifetime be 7, then
R(t) = P[T > t] gives the reliability function of the system at time # [32].

® Mean Time to Failure: MTTF is a reliability measure that denotes the expected time
interval between a system’s initial operation and the occurrence of its first failure.

These fundamental reliability indicators, which are significant for any technical system,
make it possible to evaluate other characteristics. For example, the design life, that is the
time during which the system will be reliable with a certain probability. Variance and stan-
dard deviation demonstrate the more accurate behavior of the system relative to MTTF, with
the help of which confidence intervals can be obtained. Knowing these measures, one can
reasonably plan preventive maintenance or repairs of the entire system to avoid unnecessary
costs.

3 Reliability of a Multiple HAP System in Communication Networks

In this section, we present the proposed hierarchical model for reliability analysis of mul-
tiple HAP system in communication networks.

3.1 Reliability at Level 1: Ground Station

A GS serves as a vital component of the ground segment, functioning as the central com-
munication hub linking Earth with satellites. It consists of Control Station (CS), Commu-
nication Gateway (CG), and Terrestrial Networks (TN). These three components of the GS
are connected to HAP via the BL. The backhaul connects the central-level network to the
individual link or public-level networks.

e Control Station: It facilitates communication between multiple HAP system units and
different types of users. It is responsible for the human-machine interface and acts as an
operator to minimize human errors.

e Communication Gateway: It connects the integrated HAP unit to the core network
through the wired backhaul infrastructure. Dedicated backhaul antennas can be em-
ployed on the platform.

e Terrestrial Networks: It includes base stations, and different types of users using various
IoT-enabled devices.

Consider the connection structure of GS’s components. The CS and TN components are

connected in series, and this series configuration is then connected in parallel with the CG.
The RBD of the GS is shown in Fig. 2.
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Fig.2 RBD of ground station
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Let Res(t), Roc(t) and Ry (t) be the reliability function at time ¢ of CS, CG and TN
respectively. The failure rates of each component are supposed to follow an exponential
distribution with corresponding parameters Acs, Aca, Arn. Then, the reliability of GS at
time ¢, denoted by R s(¢), and is calculated as:

Rgs(t) =[1 — [1 — (Ros(t) x R (t))]
x [1 = Rea(t)]],
=1-[1- e*(/\chr)\TN)t] @)

x [1 — eAeet],

3.2 Reliability at Level 2: Multiple HAP System
3.2.1 Reliability of a Single HAP

In this work, we suppose that all HAPs in the transmission range are equipped with identi-
cal GS. A HAP consists of several components such as Energy Management Subsystem
(EMS), Communication Payload Subsystem (CPS), and Flight Control Subsystem (FCS).
The functioning of these three components is interdependent, and therefore, they are in a
series connection (see Fig. 3).

e Flight Control Subsystem: It provides handling, stability, and platform mobility control
to guide the station toward the desired target direction. In general, it manages the inter-
face between the platform and the ground CS.

e Energy Management Subsystem: It ensures production, consumption, and energy stor-
age.

e Communication Payload Subsystem: It is responsible for managing communications
among GS, HAPs, and satellites.

Assume that at time ¢, the reliabilities of FCS, EMS, CPS are denoted by Rpcs(t),

Rewms(t), and Ropg(t) respectively. Further, their failure rates are exponentially distrib-
uted with corresponding parameters Arpcs, Agars, and Acps. Assuming components are
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in UP states initially and failure of any component leads to the HAP failure. Then, the reli-
ability function of HAP at time ¢, denoted by Ry ap(t), is given by:

Ruap(t) = Rrcs(t) x Rems(t) x Rops(t),
— e~ (ArcstAmms+Acps)t. @

3.2.2 Reliability of Multiple HAP System

In rural and suburban regions, the coverage performance of a wireless communication sys-
tem takes precedence over capacity density. When dealing with areas of low user density,
the primary focus is on maximizing coverage, which makes it more significant to consider
HAPs as an alternative to terrestrial systems [28].

Currently, IoT has become the most common topic of interest in wireless research and
academia. loT-enabled devices are considered as low power minicomputers. Since, they are
usually battery-powered, high-power consumption networks such as cellular networks or
satellites are not ideal for them. A multiple HAP system provides a communication network
at low power consumption. The general network architecture which integrates the Internet
with IoT-enabled devices via a multiple HAP system is depicted in Fig. 4.

These multiple HAP systems are interconnected via various topologies for 5G (NR)[3].
Now, we analyze multiple HAP system reliability by using the following topologies:

e Mesh topology: Mesh topology is a type of network structure in which all nodes are in-
terconnected, resulting in multiple alternative routes for data transmission, thereby pro-
viding redundancy in the network. For a small terrestrial infrastructure, mesh topology
with platform interconnection via IPLs provides extended system coverage [33]. Mesh-

Sky Segment

IPL IPL

HAP 1 HAP 2 HAP 3

Hur
Ineyyoeg

3ury Jesn

((A)))

el
"
y B A

Ground

segment
v._ 5 Extemal Networks

Fig. 4 Multiple HAP system with IoT devices
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Fig.5 Fully meshed HAPs network topology (N = 5) HAP 1

Fig. 6 Bus HAPs network topology (N = 5) HAP 1 HAP2 HAP3 HAPA HAPS

based HAPs networks are particularly well-suited for expanding the availability of high-
speed Internet connectivity in remote and isolated locations. Also, mesh-based HAPs
networks have extended range and are resistant to critical environmental conditions
with minimal hardware. A fully meshed HAPs topology (for N = 5) is shown in Fig. 5.
Assume that N represents the initial number of HAPs operating in the network area.
Each of the N HAPs is connected to the remaining (N — 1) HAPs in the mesh topology.

Then, there must be a total of ( ];] ) unique connections among these N communicat-

ing HAPs within a transmission range. The probability of a failure-free connection of
two different HAPs is equal to R%, , »(¢). In the case of mesh topology of multiple HAP
system, let R,,,:(t) be the network’s reliability at time ¢. Thus, from [34], we have,

Rynet(t) = [1 — [1 = Ry ap(t)] ( ];] ) } G

® Bus topology: Bus topology refers to a network structure in which all devices are con-
nected to a single communication line, commonly referred to as a “bus”. Every device
connected to the network can communicate with any other device on the network via
the bus. Bus topology can be used to connect HAPs when the communication in the
coverage area of one HAP is unstable. In such cases, loT-enabled devices can recon-
nect to neighboring HAPs. As an example, the case of N = 5 HAPs in bus topology is
presented in Fig. 6. Let N represent the initial number of HAPs operating in the network
area. The functioning of all these HAPs is dependent on each other and are connected in
a bus topology. In the case of a bus topology in multiple HAP system, let Rp,c¢(t) be the
network’s reliability at time ¢, which is given by the following expression,

Rpnet(t) = (Raap ()™ . 4)

Now, let Rgaps(t) denote the reliability of a multiple HAP system at time z. Thus, we
have,

@ Springer



Reliability Analysis of Multiple High Altitude Platform Systems Using... 1531

_ f Rmnet(t), in mesh
Ruaps(t) = { Rpnet(t), in bus. )

3.3 Reliability at Level 3: Satellite Network

A satellite can establish communication with a multiple HAP system simultaneously. In
addition, HAPs can communicate with other HAPs through the satellite. This arrangement
expands the coverage area and improves communication for users. Star topology ensures
a reliable and efficient approach to connecting the satellite to HAPs, providing centralized
control, improved coverage and connectivity, as well as redundancy capabilities. In case of
a failure or other technical problems with one HAP, the remaining HAPs can continue to
communicate with each other via satellite. This guarantees uninterrupted network operation.
Fig. 7 demonstrates the connection of the satellite and the HAPs in a star topology when
HAPs are connected in bus network topology.

Let the reliability of the satellite network with a multiple HAP system be given by
Rsnet(t) at time ¢. Suppose that the failure rate of a single satellite follows an exponential
distribution with parameter Ag 4. Therefore, R+ (t) is given by the following expression,

Ronei(t) = Rsar(t) X Ryaps(t), 6)
where Rsar(t) is the reliability of a single satellite at time .
3.4 General Expression for System Reliability

The paper aims to examine the reliability of the communication system through IoT-enabled
devices, which depends on its reliable hardware and software. Suppose that the communica-
tion system for loT-enabled devices consists of one GS, a network with N HAPs, and one
satellite. Then, the system reliability depends on active HAPs in the group that are within
the transmission range of GS. The GS is connected in series with all HAPs. Hence, the sys-
tem is reliable if at least one HAP is active among all HAPs and the GS is also operational.
RBD of such a system is shown in Fig. 8.

Thus, by combining the results from Sects. 3.1 and 3.2, the reliability of the communica-
tion system under consideration can be obtained. The communication system reliability at
time ¢ is denoted by Rgy s(t), and the following equation holds,

Fig. 7 Satellite—HAP network: star topology SATELLITE

oo e

HAP 1 HAP 2 HAP 3 HAPN
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Fig. 8 RBD of the communication system
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Rsys(t) = Ras(t) x Ruaps(t).

X Rgar (t) @

4 Reliability Analysis of Complex Multiple HAP Configurations Based
on the k-out-of-n Model

The architecture of HAP networks can exhibit significantly greater complexity than the sim-
plified models discussed in Sect. 3.2.2. For the reliability analysis of a multiple HAP system,
we employ k-out-of-n models. This modeling approach enables system designers to enhance
network robustness, ensuring continued operation even if a subset of HAPs fails or becomes
unavailable. In the proposed framework, the parameter » denotes the total number of HAPs
in the network, while & specifies the threshold number of HAP failures that the system can
tolerate before overall network performance is compromised.

4.1 Non-Repairable HAPs network

A non-repairable k-out-of-n model represents a reliability framework in which the system
remains operational only if at least k out of #» components function correctly, with no provi-
sions for repairing failed components. In the context of HAP networks, this implies that the
system operates autonomously, and the failure of any kK HAPs results in the complete failure
of the network.

4.1.1 Network Failure Depends on the Number of Failed HAPs

Suppose that HAP network failure depends only on the number of failed HAPs.
Let the probability P(f) be the probability that exactly i out of #» HAPs in the network
operates at time ¢. Then P(¢) can be expressed as:
n

Pty = (1) (= Ruar®)" " (Ruap(®),

Hence, the mathematical representation of the probability that HAP network operates with-
out failure for a given time duration ¢, which is commonly referred to as the reliability func-
tion and denoted by Ry aps(t), can be formulated as follows [35]:
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Ruars®) =Y () (1= Ruar(®)"™
= ®)

X (RHAp(t))i.
Also, the corresponding MTTF (m) is given by

m = /(; Ry aps(t)dt. O]

For example, for the 2-out-of-5 model, which corresponds to a network of 5 HAPs that
works until its 3 HAPs operate, Eq. (8) is rewritten as:

5

Rigaps(t) =) ()= Ruar@e)> w0

X (RHAp(t))i.

Suppose that the lifetime of an HAP has an exponential distribution with parameter «, thus
its reliability function is given by Ry ap(t) = e~%, and the mean lifetime a = o~ L. In this
case, Ry aps(t) takes the form,

5

Ruaps(t) = Z ( ? ) (1— efat)57i(€fat>i.

4.1.2 Network Failure Depends on the Number of Adjacent Failed HAPs

Generally, HAPs are not only expensive but also have limited capacity with respect to pay-
load weight and available energy [36]. The failure of two adjacent HAPs can result in seri-
ous consequences for IoT services relying on their connectivity, such as communication
disruption, reduced coverage, data loss and delay or service disruption [3]. Obviously, there
is an overlap of IoT coverage areas between two neighboring HAPs. If one HAP fails,
neighboring HAPs can take over the workload of the failed one. However, if an adjacent
platform fails along with an already failed HAP, this results in a complete loss of connectiv-
ity for devices over a large area, causing full operational disruption. So, the deployment of
HAP systems must be well-planned.

Thus, consider a non-repairable k-out-of-n model the failure of which depends on the
location of the failed HAPs. Here, £ determines the number of adjacent failed HAPs. Sup-
pose that if any 2 adjacent HAPs fail, then the system becomes inoperative. Let £ mean the
number of failed HAPs. If ¢ < L@J (where, the symbol |"| denotes the floor function,
i.e., the greatest integer less than or equal to the value inside), then the network operates as
long as there is at least one operational HAP between every two failed HAPs. By the rules
of combinatorics [37] the number M;, of ways to arrange n HAPs including i failed HAPs
and n — ¢ functioning HAPs such that no 2 failed ones are adjacent to each other is equal to
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ﬂLZ(@+U;@i%fU71)

_(n—i+1 (D
= ; i
Then, the multiple HAP system reliability is given by,
L(n+1)/2] _
Rpaps(t)= > M;(1— Ruap(t))'
i=0 (12)

X (Rpap(t)" ™.

As an example, consider the 2-out-of-5 model, which corresponds to a network of 5 HAPs
that remains operational unless 2 adjacent HAPs fail. That leads to the following result,

(13)

If a HAP’s lifetime has an exponential distribution with parameter «, from equation (13)
we have,

4.2 Repairable HAP Network

In a repairable k-out-of-n model, the system relies on k£ out of » components for proper
operation, and if any of these components fail, they can be repaired to ensure the system
functions as intended.

4.2.1 Network Failure Depends on the Number of Failed HAPs

Consider a repairable k-out-of-n multiple HAP system model. Suppose that the failure and
repair rates of a HAP are exponentially distributed with parameters o and [, respectively.
Corresponding averages will be denoted as a = o' and b = 371,

Consider the CTMC

X (t) :={i| system has i number of
failed HAPs at time t},i € E,
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where E represents the state space for the random process { X (¢) : ¢ > 0} and is given by
E={0,1,2,...,k}.

Further, it is assumed that initially, all HAPs are in UP states, i.e., ¢ = 0 and state & is the
absorbing state. Also, we assume that not more than one HAP can fail at any time instant 7.
Let there be only one repair device. We are interested in calculating the reliability function.
The state transition diagram of the CTMC {X (¢) : ¢ > 0} is presented in Fig. 9. Further, the
failure rate of i-th HAP is A; = (n — %), when the system is in the state i.

We introduce time-dependent state probabilities for the above-mentioned system as
follows:s

m;(t) = P{X(t) = j}, JjeE
Consider that the reliability function of this system is denoted by R(?) and is given by,
RHAps(t) = 1—7Tk(t). (14)

For the above-mentioned system, the Kolmogorov differential equations for (k + 1)-state
Markov process are given by [38]:

£ ro(t) = —domo(t) + i (1)
%ﬂ'i(t) = *()\Z + ﬁ)ﬂ'l(t) + )\iflﬂ'ifl(t)
] +57Ti+1(t), 1=1,k—2 (15)

2 Th-1() = = (A1 + B)me—1(2)
+ )\kfgﬂ'kfg(t),

d
ﬁﬂ'k(t) = )\k—l'frk—l(t)~

Further, taking the Laplace Transform (LT) 7;(s) of the system of equations (15) with the
initial conditions m(0) = 1, 7;(0) = 0, 7 = 1, k and replacing the final equation with the

normalization condition Zf:() m;(t) = 1, we obtain,

0 1 2 ° e o k-1 k

Fig. 9 Transition graph of repairable k-out-of-n model with absorption
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which gives us

(s + Ao)To(s) — B7(s) =1,

(s 4+ o+ B)7i(s) — Ai—1Ti—1(s)

— Bipi(s) =0, i=1k-2,

(8 + A1+ B)Tr-1(8) — Ap—27k—2(s) = 0,

k
s- Z mi(s) =1,
i=0
= 05
. _ Ae—oTr—2(s)
T (8) = s+ X1+ 8

Further, with the help of recursive substitution, the LT of the reliability function defined in
Eq. (14) is used, and its LT is obtained as follows,

RHAPs(S) = % — ﬁk(s).

(16)

When we consider a particular case of a repairable 2-out-of-5 model. Then its reliability
function has the following form,

s+9a+p
s2 + s(9a + B) + 20a?’

Riraps(s) =

using inverse LT it gives,

RHAps(t) :(2A)_1€_%(9a+ﬁ+A)t |:904 - B

+A+6At(9a+ﬂ+A)],

where A = \/a? + 18a83 + (B2

4.2.2 Network Failure Depends on the Number of Adjacent Failed HAPs

an

Similar to Sect. 4.1.2, consider the case of adjacent failures, but with the possibility of
recovery of the failed HAPs. This case has a more complicated process for arbitrary &, so
let us consider the results of calculating the reliability function using the 2-out-of-5 model

as an example:
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In this case, for the already defined stochastic process {X (¢) : ¢ > 0} in Sect. 4.2.1,
the state space becomes E = {0,1,2,3, —2}, where —2 represents the failure of two
adjacent HAPs, which leads to system failure. The state transition diagram of the CTMC
{X(t) : t > 0} is presented in Fig. 10.

For the process to pass from state 0 to state 1, one HAP among multiple HAP system
must fail. Further, the failure of a HAP is considered to follow an exponential distribution,
the corresponding rate of failure is considered as «. Also, the repair of a HAP is considered
to follow an exponential distribution with the rate 3. There is a possibility of the following
two events occurring: either the failed HAP will recover with rate 3, or the non-adjacent
HAP will fail. A new failure can occur only in the adjacent of those who have already failed.

Case i): In general, the failure of any HAP in state i occurs with an equal probability

I There are ¢ + 1 possible cases of state i that may change into state 7 + 1, so there are
i

M; 1 possible cases of state ¢ + 1. Therefore, the total number of ways for transitions from
ito i+ 1 equalsto (i + 1)M; 1. Then we get the transition rate from state i to state ¢ + 1,
(+ DM
M;
Case ii): The transition from state i to state — (i + 1) will be carried out with the rate
) 1+ 1)M;
(n—1i)— i+ )Mty a.
M;

According to these arguments, the rates of the transition from state 1 to state 2 as well as

from state 1 to state —2 are given by the following equations:

From case i), transition of state 1 to 2

and 2 to 3 :

oM, 12 L 3Ms 3
—a=—a —a=-a.
M, SR VA 6

Similarly, we have

from case ii), state 1 to —2 and 2 to —2:

2M. 8
(4— ]Wf)a goz and

3—3M3 « Ea
Moy 6

Fig. 10 Transition graph of repairable

2-out-of-5 model with dependent failures 5 15,
6
_5a 12 /~ »
a T 5 & / %"‘ . 2a e
0 1 2 3 -2
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The transition from state 3 to state —2 occurs because the fourth failed HAP will be located
next to the already failed one. Therefore, the HAP failure rate, given that three out of five
HAPs have already failed, is equal to 2a.
Since —2 is an absorbing state, repair from a system failure state —2 is not considered.
For the above-mentioned system, the system of Kolmogorov differential equations for
the considered Markov process takes the following form:

%mt) — ~Sam(t) + Bmi (1),
—771(75) —(4a + B)m1(t) + bam(t)
+ Bma(t),
12
—7r2(t) —(Ba + B)ma(t) + Eam(t) (18)
+ Bms(t),
—7r3(t) — (20 + B)ms(t) + %omg(t),
%M(t) - gam ) + %am(t}
+ 20&7‘(3 (t)

TakingLT7; (s) inthesystemofEq. (18)withtheinitialconditions 7 (0) = 1,7;(0) =0, ¢ € E
=1,

and replacing the final equation to the normalization condition ) _, cg Ti(t) we obtain

(8 + )\0)7?0(8) — ﬁfrl(s) =1
(s +4a+ B)m(s) — bam(s)

- Bﬁ'z(s) =0
(s + 3a + B)7a(s) - %aﬁl(s)
— Bﬁ'g(s) = 0

(5 + 20+ B)s(s) — Sama(s) =0,
s - Zfrz(e) =1,

i€BE

from where we get,
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148
71'0(3) = 78 T /\0
. _ Safig(s) 4 Ba(s)
= s
_ . Bari(s) + Brs(s)
71—2(5) - 8+30{+ﬂ )
N B 3 it (s)
() = e g
s Zfrz(s) =1

i€E

and the reliability function is calculated as per the Eq. (16).

5 Numerical lllustration

This section presents the results of a comparison of analytical and simulation methods to
assess the reliability of HAP network, including discrete event modeling and machine learn-
ing methods.

5.1 Simulation Algorithm

Discrete event simulation is one of the widely used methods for modeling stochastic sys-
tems. It allows modeling the system behavior through changes in its states over random
durations. In this paper, the Python programming language is chosen for modeling the sys-
tem under study. To set up the simulation of a k-out-of-n system, we use the following
parameters:

e system parameters, #n and k (k < n), given as integer values;
lifetime distribution 4 with corresponding mean and variance according to an absolute
continuous distribution function;

e repair time distribution B with corresponding mean and variance according to an abso-
lute continuous distribution function;

e total simulation time 7, which should be as large as possible to enhance the accuracy of
results obtained.

During the modeling, reliability measures of the system are calculated. Therefore, the spe-
cific parameters to be recorded during simulation should be determined by the overall objec-
tives of the task. Moreover, changing input parameters can provide some results in the
sensitivity analysis of the system.

While introducing some additional notation to describe the k-out-of-n model simula-
tion procedure, we first consider the simulation algorithm for the non-repairable k-out-of-n
model.

e Step 1. Determine parameters to set up the model as described above.
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e Step 2. The initial system state is 0, that is, all the HAPs are in “UP” state. Determine
a vector of HAP’s lifetime according to its distribution 4, X = {41, A, -+, A, }. The
first failure occurs in time min(A4;), @ = 1, n, which is the current simulation time z. All
the values from X are shifted by this time min(A;), after which this value is removed
from X.

e Step 3. The next state of the system is 1. The failure of the second HAP occurs in time
min(A;), ¢ = 1,n — 1, and the current simulation time ¢ is incremented by the time of
the second failure. If the system failure depends on the location of its failed HAPs, then

— Step 3.1. Check if the second failure is adjacent to the previous one. If yes, and the
total number of failed adjacent HAPs is £, the system fails.

— Step 3.2. If no, or the number of failed adjacent HAPs is less than %, the system
continues to operate. Thus, all values in X are shifted by the current lifetime, and
the failure time is removed from X.

— Step 3.3. The system is in state j. Repeat Step 3.1 and Step 3.2, calculating a new
failure time min(A;), i = 1,n — 7, shifting X and removing this time from X after
adding it to the current simulation time ¢.

If the system failure doesn’t depend on the location of its failed HAPs, then calculate a
new failure time and update the current simulation time ¢ and vector X according to Step
3.3 without checking the location of the failed HAP, while the total number of failed HAPs
is less than £.

e Step 4. The system fails if its k (adjacent or any) HAPs fail. The system returns to state
0, repeating the simulation cycle until ¢ < 7.
e Step 5. Ift > T, calculate the reliability scores R(f) and MTTF.

Thus, during the simulation, the time until the first system failure is collected as statistical
data. From this data, the reliability function and MTTF are calculated.

The simulation algorithm of the repairable k-out-of-n model is similar to the one pro-
posed above, with the additional possibility of repairing failed HAPs. After a failure occurs,
arecovery time B is generated according to its distribution. If it is less than the next failure
time, then a repair occurs. The repair time is added to the current simulation time ¢. Then
all the values from X are shifted to time B, after that a new failure time A; is generated and
added to the vector X. If the time to the next failure is less than the repair completion time,
then a failure occurs. The further procedure is repeated according to the steps above, chang-
ing the system’s states relative to lifetimes and repair times..

5.1.1 Comparison of Analytical and Simulation Results

This section presents the feasibility of the proposed dependability model through numeri-
cal experimentation. We derive the closed form outcomes for the reliability of the multiple
HAP system. However, our primary objective in this manuscript is not the precise param-
eterization of the model; rather, it is to establish a methodology for analytically deriving the
network’s dependability attributes. The parameter values utilized to derive the results are
a=1,05,0.1.
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The graphical representation of the reliability function is shown in Figs. 11a, 11b, 12a
and 12b. The corresponding values of MTTF are presented in Table 2.

When comparing the results of calculated reliability function of the HAPs network, where
the failure is determined by either the number of failed HAPs or their specific locations, a
notable influence of the latter scenario on the network’s reliability becomes apparent. For
each mean HAP’s lifetime, the MTTF of the HAP network is ~ 1.8 times higher when sys-
tem failure depends solely on the number of failures. It is important to emphasize that the
second scenario aligns more closely with the real-world problem discussed in this paper.

Note that the ability to repair failed HAPs increases the reliability of the network if the
relative recovery rate (the ratio of the mean lifetime to the mean repair time) is ¢ = a3 > 10
as shown in Fig. 12a.

By comparing the obtained results of reliability of 2-out-of-5 models with and without
consideration of the locations of failed HAPs, it is apparent that the former exhibits higher
system reliability. This disparity can be attributed to the fact that while the failure of two
adjacent HAPs directly results in system failure, the failure of three HAPs located farther
apart does not lead to a simultaneous failure of multiple HAPs.

Fig. 11 Reliability function of the 12

2-out-of-5 non-repairable system: e ater
(a) with non-adjacent failures, (b) ” = ok o s
with adjacent failures ~— Simulation («=0.5)
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Reliability
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2 4

°
=

02
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~— Analytical (a@=0.1)
~— Simulation (¢=0.1)
—— Analytical (@=0.5)
10 —e Simulation (@ =0.5)
—— Analytical (@=1.0)
=e= Simulation (@ =1.0)

Reliability
o
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0.4

0.0
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Fig. 12 Reliability function of the
2-out-of-5 repairable System: (a)
with non-adjacent failures, (b) with
adjacent failures

Table 2 MTTF of multiple HAPs
system in 2-out-of-5 model with
repair and dependent failures
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&
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°
S
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0.0

— Analytical (2=0.1)
~e Simulation (a=0.1)
— Analytical (a=0.5)
—+ Simulation (@=0.5)
— Analytical (@ =1.0)
=+ Simulation (¢ =1.0)

(b)
a=1, aeZ*0.5, aca=—01,
Non-repairable model 1.2833 2.56667 12.8334
Non-repairable model with depen- 0.7 1.4 7
dent failures
Repairable model 0.95 2.9 54.5
Repairable model with dependent ~ 1.728485 5.86121 128.742

failures

Various potential configurations of HAP network were taken into account, considering
the nuances of its operation. It is important to note that all units of measurement utilized in
the examples are arbitrary and do not correspond to actual data. Additionally, specific failure
and restoration scenarios for HAPs were not taken into consideration.

Due to the computational complexity and time required for analytical reliability analysis,
researchers often turn to simulation methods to obtain system reliability estimates. This
is particularly relevant when dealing with complex networks involving numerous HAPs,
where the initial parameters can vary significantly. In our study, simulation methods, includ-
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ing machine learning techniques, are employed to efficiently and accurately estimate the
reliability of multiple HAP system networks with diverse and complex configurations.

To validate the accuracy of the simulation model, we conducted experiments using the
data from the previous section and compared the results with the numerical examples men-
tioned earlier. Suppose that k = 2, n = 5, and assume that both HAP life and repair time
follow an exponential distribution for both the numerical and simulation methods. The
following parameters are chosen for such an experiment: o = 1, 0.5, 0.1, mean lifetime
a=1,2,10, 8 = 10, b = 0.1, if the repair is possible. For both cases, variance is equal to
1. In the simulation modeling, the total simulation time should be as long as possible to
achieve high accuracy relative to the numerical results, so we set 7' = 10°. The results of
evaluating the reliability function are presented in Figs. 11a, 11b, 12a and 12b.

The simulation is repeated 30 times using the same set of parameters, yielding 30 obser-
vations of the performance metric. To evaluate the reliability of the simulation outcomes,
a t-test is applied. Since the t-distribution accounts for uncertainty in the sample standard
deviation, it is particularly appropriate for relatively small sample sizes. The sample mean
and standard deviation of the 30 observations are then computed, and confidence intervals
(Cls) are constructed to assess the accuracy of the results. For a 95% confidence level, the
Cl is given by

Cl=X 4 ——tom 1,

vk

where X is the sample mean, s is the sample standard deviation, k is the number of rep-
lications, and t,,/5 1 denotes the tabulated z-value at significance level /2 with k — 1
degrees of freedom.

The results of the experiments in Figs. 11a, 11b, 12a and 12b closely match those
obtained using the analytical approach in this section. A graphical comparison of the figures
illustrates the high degree of convergence and accuracy of the reliability function curves.

Further, we compare the results of MTTF assessment (see Table 3). The results in Table 3
closely align with those obtained above (see Table 2) and show the high accuracy of the
simulation-based assessment.

To study the accuracy of results obtained, consider absolute A and relative ¢ errors,

A
A = |MTTEy, — MTTF|, e=——
| th © ST MTTE,

where MTT Fy;, denotes the values given from the analytical approach, and MTTF is the
simulation estimates (see Table 4).

Table 3 MTTF of the mul- a=1, a=a=05 ae201, a=10
tiple HAP system in 2-out-of-5

. . . Non-repairable model 1.2824 2.5657 12.8384
configuration with repair and )
dependent failures Non-repairable model 0.6996 1.4002 6.9948
with dependent failures
Repairable model 0.9494 2.8984 54.4287
Repairable model 1.7285 5.8796 128.6859

with dependent failures
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Table 4 Aandeof MTTF of the multiple HAP system in 2-out-of-5 configuration with repair and dependent
failures

Errors a=1, a=1 a=0.5 a=2 a=0.1, a=10
A € A € A €

Non-repairable model 0.0009 0.0007 0.001 0.0004 0.005 0.0004

Non-repairable model 0.0004 0.0006 0.0002 0.0001 0.0052 0.0007

with dependent failures

Repairable model 0.0006 0.0006 0.0016 0.0006 0.0713 0.0013

Repairable model 1.5-1075 8.7.10-6 0.0184 0.0031 0.0561 0.0004

with dependent failures

The calculation results confirm the high accuracy of MTTF estimates and validate the
constructed simulation model. The maximum absolute error max(A) = 0.07 is observed
when a = 10, and the maximum relative error, max(e) =~ 0.003, is obtained when a = 2.
Therefore, the proposed simulation model effectively describes all the considered models
with dependent failures and the possibility of recovery, and it can be employed for more
complex scenarios involving varied life and repair time distributions of components.

5.1.2 When the Life and Repair Time Distributions of HAPs Follows Gamma
Distribution

The simulation model enables exploration of the reliability of networks where the life and
repair times of HAPs in a multiple HAP system follow non-exponential distributions. This
is a significant task because the “memoryless” property of the exponential distribution pro-
vides a suitable description of the system’s reliability in a stationary mode, independent of
time. By extending the simulation model to accommodate non-exponential distributions,
we can represent the real-world behavior of complex systems and their reliability over time
more accurately.

The Gamma distribution is indeed widely used in reliability theory, and it is suitable for
modeling various types of lifetimes and repair times. The Gamma distribution was chosen
because its varying shape parameter allows it to effectively model a wide range of non-
Markovian behaviors, including those with a dependency on past events. In the case of the
non-repairable k-out-of-n model, where the lifetime of HAPs follows a Gamma distribution,
and the repairable k-out-of-n model. The repair time of HAPs follows a Gamma distribu-
tion while the lifetime follows an exponential distribution. We can analyze the behavior of
the model as the coefficient of variation v (CoV) changes. CoV is the ratio of the standard
deviation to the mean, and it characterizes the dispersion of the distribution and the degree
of variability relative to the mean. By exploring the model’s behavior under varying CoV,
we can gain insights into how the variability impacts the reliability of the system. This
analysis can provide valuable information for optimizing the design and maintenance of
such systems in real-world applications.

Consider, as before, the 2-out-of-5 model for the multiple HAP system, for which

e Non-repairable case: lifetime distribution of one HAP follows Gamma distribution, with
mean a = 10, and corresponding CoV values v = 5, 1, 0.5, 0.1.

e Repairable case: lifetime distribution of one HAP follows an exponential distribution
with mean @ = 10, while the repair time follows a Gamma distribution with mean b = 1
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and CoV values v = 10, 5, 1, 0.5, 0.1.

The results of the experiments, as depicted in Fig. 13, reveal the significant influence of the
CoV (v) on the reliability function of 2-out-of-5 model. In the case of the non-repairable
model, an increase in CoV leads to a decrease in reliability, and the curve exhibits a rapid
decline towards zero. As v is constrained to be less than or equal to 1, (i.e.,), v < 1, the
system’s behavior becomes ambiguous. Notably, at the smallest value of v = 0.1, the reli-
ability function remains close to 1 up to ¢t = a = 10, after which it decreases rapidly to zero.
Furthermore, for v = 0.5 and v = 1, the reliability function descends more rapidly from 1,
yet the decline towards zero occurs at a slower rate as ¢ increases.

In the case of the repairable model, CoV of the repair time has a distinct impact on the
reliability function of the 2-out-of-5 model. Notably, as v < 1, this influence is not promi-
nent, as the reliability function curves remain quite close to each other. However, when
v > 1, the reliability function exhibits higher values across the considered interval of 7.

The calculated MTTF values using the simulation models are presented in Table 5. These
results indicate that CoV for both life and repair time have a notable impact on MTTF.

Therefore, it is evident that, when studying the reliability of a multiple HAP system
network, understanding not only its mean life and repair time, but also the corresponding
CoV is essential. This parameter is derived solely from statistical data and does not exist

100
t

a) A ~ T in case of non-repairable b) A ~ T in case of non-repairable
2-out-of-5 model 2-out-of-5 model with dependent failures

1

R(t)
R(t)

— v=10 — v=10
— v=s vl — V=5
— v=1 — v=1
— v=05 — v=05
— v=01 — v=01

100 s 150 s 200 00 25 50 s 160
t

c) A~ Ezp, B ~T in case of repairable d) A ~ Ezp, B ~ I in case of repairable
2-out-of-5 model 2-out-of-5 model with dependent failures

Fig. 13 Reliability of the HAPs network in a 2-out-of-5 configuration with non-exponential life and repair
time distribution
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Table5 MTTF of multiple HAP v—=10 ov-=5 v=1 v=05 v=01
Z?gg;?;ﬁgﬁiﬁ 2-outofs Non-repair- - 42820 12.8489 120155 10.4791
ponential life and repair time able modc?l
distribution Non-repair- - 0.7179 7.0538  8.8285  9.8331
able model
with depen-

dent failures

Repairable 56.8717 24.43474 9.4991 8.8018 8.5384
model

Repairable 136.2756 54.9212  17.4164 15.9889 15.5457
model

with depen-

dent failures

as a technical characteristic. Moreover, by making certain assumptions concerning CoV, a
probabilistic analysis of the reliability of the HAP network becomes attainable.

Given the convenience of analyzing the reliability of a multiple HAP system network by
varying its initial parameters (k, ), as well as the mean values (a, b) and CoV v, an approach
based on the utilization of well-known machine learning methods is proposed for use [21].

5.2 Application of Machine Learning Methods

One of the main advantages of using machine learning as a research method is the ability
to obtain results quickly after training the model. This becomes particularly important in
the context of complex system modeling and design, such as with the HAP networks. The
speed and efficiency of obtaining results through machine learning techniques significantly
expedite the analysis, design, and optimization of complex systems, allowing for more rapid
decision-making and improvements.

The use of K-Nearest Neighbors (KNN) regression for predicting the reliability charac-
teristics of a multiple HAP system network based on the k-out-of-n configuration, as out-
lined in paper [21], is a compelling approach. The architecture of KNN regression is shown
in Fig. 14. The KNN algorithm is renowned for its simplicity and low error rate. Its funda-
mental principle lies in considering the majority of the £ nearest samples to a query point
¢; in a given space, and classifying the query point g; based on the distance in that space. A
trained dataset with well-defined classification labels is required initially for this method to
be applied effectively [39].

In this study the application of KNN for the prediction of reliability characteristics for
multiple HAP system networks using the k-out-of-n configuration involves utilizing the
Python programming language and the scikit-learn library. This demonstrates a practi-
cal implementation of machine learning techniques to address complex system reliability
problems.

5.2.1 Data Collection
To evaluate the reliability R(¢) of the multiple HAP system network based on the input data
presented in Table 6, several considerations need to be taken into account. The number of

HAPs in the network ranges between 4 and 10, and the parameter k is selected within the
interval from 2 to 5 rounded up, irrespective of whether the network failure occurs due to
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Fig. 14 Architecture of KNN
regression
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Table 6 Variables and their range Type Variable Symbol Range
Input Total number of HAPs n 4-10
Needed number of failed HAPs k o
for network failure 2
Network uptime with a given level ¢ >0
of reliability
For non-repairable model
Mean lifetime of one HAP a 1-10
Coefficient of variation Vg 0.1-1
For repairable model
Mean lifetime of one HAP a 1-10
Mean repair time b 0.1a
Coefficient of variation [ 1—-10
Output Reliability R(t) 05—-1

adjacent HAPs or only their number. It is important to ensure continuous communication
between IoT enabled devices throughout the coverage area of one HAP, even in the event
of failures. Consequently, if more than half of the HAPs in a multiple HAP system network

fail, the connection may become unstable.

The parameters of average life time a and repair time b of HAPs are determined based
on the potential for repair and its absence. Furthermore, assuming that the lifetime is longer
than the repair time for repaired multiple HAP systems, as HAPs rarely fail, ensures high
performance of the entire communication network system. Consequently, the average repair
time b is set to 10% of the average lifetime of one HAP a. The values of CoV, v, and v}, for
life and repair respectively are chosen to maximize the reliability of the system. It is impor-
tant to note that values v, < 1 are not considered, as in such cases the resulting reliability is
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very close to the reliability when v, = 1. Finally, for R(%), it is assumed that the probability
of HAPs network operability being > 0.5 is sufficient for ensuring a high level of QoS.

In the evaluation of the reliability using the KNN algorithm, these input parameters are
utilized to train the model, which can subsequently be used to predict the reliability R(f) of
the multiple-HAP system network under various circumstances and configurations.

To train and validate machine learning models for predicting the reliability R() of a mul-
tiple HAP system using the k-out-of-n models, four different datasets are generated based
on the operating scenarios outlined above, with the help of the simulation model described
in Section 5.1 and using the parameters defined in Table 6.

For the non-repairable model, datasets are generated with HAPs’ lifetimes following
Gamma distribution. In the case of the repairable model, datasets include HAPs’ lifetimes
and repair times following exponential and Gamma distributions, respectively.

After collecting the datasets, they are divided into a training set with a ratio of 80% and
a test set with a ratio of 20%. This division allows training ML models on a subset of the
data and subsequently evaluating their performance on a separate subset to ensure their gen-
eralization capability. This approach ensures that the machine learning models are trained
and tested on diverse datasets that represent different operating scenarios, thereby enabling
comprehensive validation and assessment of reliability prediction capabilities of the models
under varying conditions.

5.2.2 Preparing for Training

At the training preparation stage, it is necessary to determine the hyperparameters of the
KNN method. In our experiments, the following initial parameters were used:

e the number of neighbors is set to 5,

e the weight function is uniform,

e f-fold cross-validation with n_splits = 10 and mean squared error as scoring,

The accuracy of predicted results in regression models is typically assessed using standard

metrics such as mean squared error (MSE), mean absolute error (MAE), mean absolute
percentage error (MAPE), and the coefficient of determination (R?):
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Table7 Accuracy of predicting Simple case With adjacent failures

R(?) for non-repairable models Training Testing Training Testing
MSE 0.00013 0.00027 0.00014 0.00027
MAE 0.00324 0.00528 0.00376 0.00588
MAPE 0.00492 0.00794 0.00568 0.000877
R? 0.99115 0.98306 0.99173 0.98426

1.0 71— real data 101 — real data
prediction prediction

Prediction
Prediction

05 0.6 0.7 08 0.9 10 05 0.6 07 08 0.9 10
Data Data

a) Estimation of R(t) in simple model b) Estimation of R(¢) in model with
adjacent failures

Fig. 15 Scatter plots for the test set for non-repairable k-out-of-n models

where Y; represents the actual value, 171 is the predicted value, and Y; signifies the mean
actual value. A more accurate prediction is indicated when MAE, MSE, and MAPE are
closer to 0, while R2 falls within the range of 0 to 1 and should approach a value closer to 1.

5.2.3 Results of Training and Testing with KNN

The application of the ML technique to assess the reliability of k-out-of-n models is demon-
strated using the results from training and testing non-repairable models. Table 7 presents
the accuracy outcomes for predicting R(7) in both basic scenarios and situations involving
dependent failures. Notably, in all cases, the KNN method achieved the lowest prediction
errors.

MSE values fall within acceptable ranges, indicating reasonable accuracy. MAE scores
measure the relative magnitude of prediction errors, while MAPE shows the average per-
centage deviation of predicted data from actual values. The R? metric quantifies the pro-
portion of variance in the data explained by the model. Together, these results confirm that
KNN demonstrates strong predictive performance, evidenced by low MAE, MSE, and
MAPE scores alongside high R?, reflecting a strong correlation between inputs and outputs.

The prediction results for the test set are visually presented in scatter plots (refer to
Fig. 15). Notably, each of these figures is based on a set of 500 randomly selected samples,
even though the test sample comprises about 3000 instances. The graphs reveal some degree
of deviation in the predicted data from the true values. Despite this, the assessment of R(?)
for both models yields satisfactory results.

Now, let’s examine the accuracy results for the training and testing of repairable mod-
els. Table 8 displays the accuracy estimates for R(f) prediction. Notably, MAE, MSE, and
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Table8 Accuracy of predicting Simple case With adjacent failures
R(?) for repairable models Training Testing Training Testing
MSE 0.00037 0.00071 0.00029 0.00051
MAE 0.01333 0.01927 0.01174 0.01652
MAPE 0.01880 0.02717 0.01639 0.02293
0.98456 0.97003 0.98737 0.97826
10T real data B [ real data

prediction prediction

Prediction
Prediction

0.‘5 0‘,6 0.‘7 0‘,8 0.‘9 1‘.0 0.5 0.6 0.7 0.8 0.9 1.0
Data Data

a) Estimation of R(t) in Simple Model b) Estimation of R(t) in Model with
Adjacent Failures

Fig. 16 Scatter plots for the test set for repairable k-out-of-n models

MAPE scores are observed to be quite small, while R? remains close to 1. These results
indicate a high level of accuracy in the predicted data relative to the original values.

Similarly, we can visualize the test results through scatter plots (refer to Fig. 16). These
graphs provide visual confirmation of the high accuracy achieved in predicting the reliabil-
ity of repairable k-out-of-n models using the KNN method.

Therefore, once trained, the model can rapidly and accurately predict the reliability of
multiple HAP systems based on k-out-of-n configurations. In the following subsection, we
apply the trained ML models to calculate the reliability of a 4-out-of-9 model and compare
the results with those obtained from simulation.

5.2.4 Comparison of Simulation Results and Predictions Using Trained KNN

In this subsection, the final validation of reliability predictions using KNN is presented by
comparing the results with those obtained from simulation modeling. Let’s consider a mul-
tiple HAP system consisting of 9 HAPs, where failure occurs if any 4 adjacent HAPs fail,
and no repair occurs after a failure, representing a non-repairable 4-out-of-9 model. Assume
that the mean lifetime of one HAP is a = 1 and its CoV is v, = 0.1 or v, = 1. The com-
parison of the reliability assessment by KNN with the simulation results is demonstrated
graphically in Fig. 17.

Both examples demonstrate the high accuracy achieved in predicting system reliability
using the trained KNN model. It is important to note that these reliability estimates were
obtained from relatively small sets of initial datasets, which required a significant amount
of time. In comparison, simulation modeling took even longer because the total simulation
time was determined to be 7' = 10° to achieve the best convergence.
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R(t)
R(t)

—— Simulation, v, =1 —— Simulation, v, =1

0.61 Simulation, v, =0.1 0.6 Simulation, v, = 0.1
—— KNN,v,=1 —— KNN,v,=1
05— KN, v,=01 o5 ]~ KWN.va=01
04‘0 0.‘2 0.‘4 0.‘5 0.‘8 110 010 04‘2 0‘,4 015 0.‘8 110
t t
a) Simple Case b) The case of Adjacent Failures

Fig. 17 Comparison of simulation and prediction of KNN for non-repairable 4-out-of-9 models

1.0+ —— Simulation, v, =1 1.0
Simulation, vy = 4

—— KNN, vp=1

— KNN, v, =4

—— Simulation, v, =1
Simulation, v, = 4

—— KNN, vy =1

—— KNN, v, =4

0.9 1

0.8 1

R(t)
R(t)

0.7 4

0.6 1

0.5

0 20 40 60 80 0 200 400 600 800 1000
t t

a) Simple Case b) The Case of Adjacent Failures

Fig. 18 Comparison of Simulation and Prediction of KNN for Repairable 4-out-of-9 Models

Similarly, let’s consider a repairable 4-out-of-9 model, in which the mean HAP’s lifetime
is a = 4, and its mean repair time is b = 0.4, with corresponding CoV values of v, = 1 and
vp = 4 (see Fig. 18). As with the previous examples, the trained KNN model again demon-
strates high accuracy in predicting system reliability compared to simulation results.

6 Reliability Analysis of Communication System based on Different
Multiple HAP System Topology

In this section, we examine the reliability of a communication system for IoT-enabled
devices based on various multiple HAP system topologies. We present a numerical analysis
of the results obtained in the previous sections. Specifically, we focus on equation (7), where
Ry aps(t) can be calculated for different multiple HAP system topologies, including k-out-
of-n configurations based on both repairable and non-repairable models with dependent
failures. To assess the reliability of multiple HAP system as k-out-of-n models, we utilized
the results predicted by the trained KNN model.

Consider the reliability of the communication system in which HAPs have the following
input parameters,

e mean failure times of system HAPs defined in Section 3 and expressed in years are

@ Springer



1552 A. Gautam et al.

Fig. 19 Rsys(t) (a) Case 1, (b) Case 2 and (c) Case 3

)‘Eé =3, )‘Bé‘ =3, )‘;Ilv =3, )\;105 =9, )‘Ezlws =9, )‘5}35 =9, AEixT = 10;

e number of HAPs is n = 10, its mean lifetime is a = 4 years while its coefficient of vari-
ation suppose to be v, = 1, 0.5;

e the minimum number of HAPs at which the system will fail is £ = 4;
if repair is available, then its meantime is b = 0.4 year while its coefficient of variation
takes values v, = 1, 3.

Next, we compare different cases of representing the topology of multiple HAP system
within the framework of communication system reliability for [oT-enabled devices.

Case 1. The reliability of one HAP in a multiple HAP system, Ry ap(t) is calculated
using its components, as described in Sect. 3.2.1 and using Eq. (2). Therefore, its reliability
depends on the reliability of its components: FCS, EMS, and CPS. We assume that repair is
not available after a HAP failure, and the multiple HAP system has the following topologies:

Bus topology Eq. (4);

Mesh topology Eq. (3);

Non-repairable 4-out-of-10 model Eq. (8);

Non-repairable 4-out-of-10 model with adjacent failures Eq. (12).

Ealb el e

The results of calculating the reliability function are presented graphically in Fig. 19a. The
legend defines the multiple HAP system topology number corresponding to each color of
the reliability function Rgy s () curve. The results indicate that the highest communication
reliability is achieved when the multiple HAP system has a mesh topology, while the least
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reliable connection is provided by the bus topology. When using 4-out-of-10 configurations,
the case where the system failure depends only on the failed HAPs, but not on their location,
is preferable, as it results in higher communication reliability compared to other configura-
tions. Additionally, in this case, it is noted that for ¢ < 1, the curve of topology 3 is very
close to that of topology 2.

It is also noteworthy that, given the initial parameters, the communication system for
IoT-enabled devices operates without failure with a probability of more than 80% in less
than one year in the case of topology 1, where Rgy (1) =~ 0.8. If topology 3 is used, then
the system operation time with the same probability is approximately equal to 0.8 years
(Rsys(0.8) =~ 0.8), which corresponds to roughly 10 months. In the case of topologies 1
and 4, the highly reliable operation time of the system is less than 6 months.

Case 2. The reliability of one HAP in a multiple HAP system Ry ap(t) is calculated
using the exponential and Gamma distributions with fixed mean lifetime and CoV. For bus
and mesh topologies, the reliability functions of one HAP are given by:

eft/a’

if exponentially distributed,
RHAp(t) = 0o .73%2_16_“”

Jaze Ty
if follows Gamma distribution

In the case of applying 4-out-of-10 configurations, the results of the trained KNN model
are used. Suppose that the multiple HAP system has the same topologies as in Case 1. The
graphical results are presented in Fig. 19(b), where black color corresponds to v, = 1, and
red color is used for v, = 0.5.

Fig. 19(b) depicts the behavior of the reliability function curves concerning different
topologies of a multiple HAP system, which is similar to Case 1. The highest reliability
of the communication system is achieved using the mesh topology. On the other hand,
Fig. 19(b) demonstrates the influence of the CoV of the lifetime of one HAP on the reli-
ability of the communication system. When considering topologies 1, 3, and 4, a smaller
value of v, for one HAP leads to an increase in the reliability of the entire system. The cor-
responding curves lie higher compared to the case of v, = 1 with a similar topology. The
greatest difference between reliability curves is observed for topologies 1 and 4 at different
CoV values. In the case of topology 3, the curves of Rgy s(¢) are close to each other.

It is interesting to note that in the case of topology 2, the influence of the CoV on the
reliability of the communication system is not observed, since the curves corresponding to
v, = 1 and v, = 0.5 merge over the entire interval of . This fact indicates the presence of
insensitivity of the reliability function, Rgy s(t), to the value of the CoV of the lifetime of
one HAP.

Case 3. The reliability of one HAP in multiple HAP system Ry 4 p(t), is calculated using
its life and repair time distributions. A multiple HAP system with 4-out-of-10 configurations
and available repair is considered. For the reliability prediction of multiple HAP system, the
results of the trained KNN model are used. The numbering of the considered configurations
of multiple HAP system is designated as follows,

1. Non-repairable 4-out-of-10 model;
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2. Non-repairable 4-out-of-10 model with adjacent failures;
3. Repairable 4-out-of-10 model,
4. Repairable 4-out-of-10 model with adjacent failures.

The reliability function of the communication system for loT-enabled devices is presented
in Fig. 19(c). The colors in the figure determine the values of the CoV of life and repair time:

e black color corresponds to the exponential distribution of life and repair time (A ~ Exp,
B~ Ezxzp, v, =vp =1)

e red color is used for v, = 0.5 (A ~ I') in non-repairable models and v, = 3 in repair-
able ones (A ~ Exp,v, =1, B ~T).

Here, the solid and dashed curves for topologies 1 and 2 (both black and red) replicate some
results from Case 2. They are included to illustrate the impact enabling repair on the reli-
ability of the entire system.

First, we examine the reliability of the communication system within the multiple HAP
system, where failure occurs due to the failure of any 4 HAPs (curves 1 and 3). If A ~ Exp
and B ~ Exp (black curves), the recovery of failed HAPs in the multiple HAP system does
not increase overall communication system reliability. At ¢t = 1, the reliability Rsy s(t)
in the case of the non-repairable 4-out-of-10 model (topology 1) is about 10% higher than
in the repairable model (topology 3). If the CoV of either the lifetime v, or repair time vy
differs from 1 (red curves), then the reliability Rgsy s(t) increases compared to the case of
Ve = vp = 1. In this case, the curves of Rgy s(t) are relatively close to each other for ¢ < 3.
For t > 3, a repairable multiple HAP system supports a more reliable communication sys-
tem compared to the non-repairable model.

The comparison of topologies 2 and 4 reveals the following results. Multiple HAP sys-
tem configurations with dependent failures and available repair (topology 4) significantly
increase the reliability of the communication system compared to the model without repair
(topology 2). The dotted curve lies above the dashed curve for both the black and red curves.
The influence of the CoV of the life and repair time of HAP is consistent with that observed
in topologies 1 and 3.

It should be noted that for ¢ < 1, the probability of the communication system’s oper-
ability is approximately the same for all topologies, except for non-repairable models with
vq = 1. The group of corresponding curves lies very close to each other, and as ¢ = 1, the
system’s reliability is quite high, with Rgys(1) = 0.8. Among all the topologies consid-
ered in this example, the repairable 4-out-of-10 configuration with adjacent failures for the
multiple HAP system results in the highest reliability of the communication system for IoT-
enabled devices. Additionally, this configuration provides the most reliable operation of the
entire system compared to all the multiple-HAP topologies examined in Cases 1, 2, and 3.

7 Conclusion, Discussion and Future Work
This paper proposes a hierarchical architecture design for IoT integrated with a multiple

HAP system. In order to capture the relationship between HAPs in the multiple HAPs net-
work system and get accurate analytical results, the hierarchical model is further classi-
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fied at each level using CTMCs and RBDs. Some features of the functioning of multiple
HAP system are considered through both repairable and non-repairable k-out-of-n models,
including the case where the failure of adjacent HAPs leads to the failure of the entire sys-
tem. Performance metrics are obtained analytically and verified by simulation. The results
show that reliability and MTTF are maximized when repairable k-out-of-n models with
adjacent failures are used. To enable quick and accurate calculation of reliability functions
for multiple-HAP systems under k-out-of-n models, the KNN method was applied. The
accuracy scores are given and compared using MSE, MAE, MAPE, and R? metrics. The
reliability analysis of the communication network over IoT-enabled devices for various con-
figurations of multiple HAP system is performed. Among all the topologies, the repairable
k-out-of-n model with adjacent failures for multiple HAP system under mesh topology dem-
onstrates the highest reliability for [oT-enabled devices.

This study evaluates the performance of the system and provides useful insights for man-
agers in making informed decisions and designing effective maintenance strategies of mul-
tiple HAP system. These strategies aim to enhance system reliability, improve control, and
ensure better overall performance. A major concern addressed in the study is the imperfect
recovery process, where some issues are not successfully resolved, leading to longer sys-
tem downtimes. To address this, it is important for system designers and engineers to plan
maintainability through appropriate recovery mechanisms. Furthermore, sensitivity analysis
supports real-time system improvements by guiding adjustments to key parameters under
different conditions, ultimately improving reliability and increasing the MTTF.

In the future, we plan to use unsupervised ML techniques, such as Artificial Neural Net-
works, Convolution Neural Networks, Support Vector Machines to achieve improved reli-
ability predictions. We also intend to incorporate stochastic geometry or correlated failure
processes for a more realistic approach by using explicit spatial distributions and inter-HAP
dependencies. We also plan to work on latency and spectrum usage by integrating semi-
Markov analysis, RBDs and CTMCs.
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